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Why We Did This Audit

We undertook this audit as a follow-up to our 2012
audit that identified patterns of use consistent with
fuel theft and an overall control environment
inadequate to prevent or detect the misuse of fuel.
This audit assesses whether the Office of Fleet
Services has strengthened controls to mitigate the
likelihood or detect the theft of city fuel.

What We Recommended

To improve recordkeeping and reduce risks of errors
and fuel theft, the Public Works commissioner should
ensure Fleet Services staff:

e review employee statuses and assignment
changes to inactivate employees who no longer
need access and ensure employee
identification information with access to fuel
is complete and accurate

e monitor usage for fueling irregularities and
ensure an approved Gas Can Key Request Form
and equipment listing are on file before
granting access

To monitor citywide fuel consumption to identify

trends and detect fuel misuse, the Public Works

commissioner should:

e ensure processes are in place to track fuel
transactions through FuelFocus at all city sites
that dispense gas

To ensure fuel sites are physically secured and gas

pumps and employees are protected from potential

hazards, the Public Works commissioner should:

e ensure cameras under the purview of Public
Works are installed and working at each fuel
site to capture fueling activity

e provide guidance to departments with fuel
tanks to ensure CCTV systems are in place,
warning and instructional signage are
consistent across all sites, safety measures are
implemented, and periodic inspections occur
to ensure tanks are free from debris and
overgrowth

For more information regarding this report, please use the
“contact” link on our website at www.atlaudit.org

Performance Audit:

Controls Over Fuel Consumption
What We Found

In our last audit of fuel consumption in 2012, we found
Fleet Services had not activated system controls to
limit potential fuel theft or misuse, such as
establishing fuel limits and creating reasonableness
checks to validate odometer readings. Since that
audit, Fleet Services has established system controls
that limit the frequency and amount of fuel
employees can obtain within a 24-hour period. Staff
have also set new system limitations to restrict access
to fuel when incorrect odometer readings are entered
multiple times. Implementing these system controls
helps to prevent fuel misuse and aids in identifying
potential fuel theft or inefficiencies in the city’s fleet.

Although system controls have improved, we found
control weaknesses that allow fuel misuse. Nearly
22,000 fuel tickets lacked employee names or
identification numbers. Processes are not in place to
prevent employees from sharing identification
numbers— we found instances of employees fueling
different vehicles or equipment using the same
identification numbers at the same time, or minutes
apart, at different fueling locations. We also found
that not all employees who obtain fuel with gas can
keys are properly authorized. These actions can make
it difficult to identify specific users and can obscure
fuel theft or misuse.

The city has 29 locations that dispense fuel to
employees; however, 19 sites controlled by
departments other than Public Works lack the
equipment needed to track fuel transactions through
FuelFocus. Unmonitored fuel consumption can allow
theft to go undetected. Some of the sites need to be
upgraded to ensure the security of the fuel tanks and
safety of employees. Current policies for the city’s
fueling program are outdated and need updating to
reflect the city’s current fuel management practices.


http://www.atlaudit.org/

Summary of Management Responses

Recommendation #1:

We recommend that the Public Works commissioner ensure that Fleet Services staff periodically review
employee statuses and assignment changes in Oracle to inactivate separated employees or employees who
no longer require access to fuel.

Response: Status: Estimated Completion Date (M/Y):

Partially Agree Not Started July 2025

Recommendation #2:

We recommend the Public Works commissioner ensure that Fleet Services staff ensure that identification
information for all employees with access to fuel is complete and accurate.

Response: Status: Estimated Completion Date (M/Y):
Agree Started July 2025

Recommendation #3:

We recommend Public Works commissioner ensure that Fleet Services staff monitor usage for fueling
irregularities, including transactions showing incompatible fuel types being obtained for the same vehicle.

Response: Status: Estimated Completion Date (M/Y):
Agree Started July 2025

Recommendation #4:

We recommend the Public Works commissioner ensure that Fleet Services staff ensure an approved Gas Can
Key Request Form and equipment listing are on file for employees before access to fuel is granted.

Response: Status: Estimated Completion Date (M/Y):
Agree Not Started July 2025

Recommendation #5:

We recommend the Public Works commissioner ensure that Fleet Services staff review the equipment
associated with all gas can keys annually, along with usage and assignment.

Response: Status: Estimated Completion Date (M/Y):
Agree Not Started July 2025




Recommendation #6:

We recommend the Public Works commissioner ensure that Fleet Services staff require departments to submit
tracking sheets periodically for review to ensure all fuel dispensed to equipment with a gas can key is

documented and matches the master equipment listing.

Response:

Agree

Status:
Not Started

Estimated Completion Date (M/Y):
March 2025

Recommendation #7:

We recommend the Public Works commissioner ensure processes are put in place to track fuel transactions
through FuelFocus at all city sites that dispense gas.

Response:

Agree

Status:
Started

Estimated Completion Date (M/Y):
December 2026

Recommendation #8:

We recommend the Public Works commissioner ensure cameras under the purview of Public Works are
installed and working at each fuel site to capture fueling activity at all pumps and island control units.

Response:

Agree

Status:
Started

Estimated Completion Date (M/Y):
February 2025

Recommendation #9:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
ensure working closed circuit television systems are in place to monitor fueling activities at sites managed by

these departments.

Response:

Agree

Status:
Not Started

Estimated Completion Date (M/Y):
July 2025

Recommendation #10:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
develop processes for employees to follow to ensure gates are properly locked when staff are away, and gas
pumps and tanks are powered off when they are not in use to prevent potential unauthorized use.

Response:

Agree

Status:
Not Started

Estimated Completion Date (M/Y):
July 2025

Recommendation #11:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
restrict employee parking around the pumps.

Response:

Agree

Status:
Not Started

Estimated Completion Date (M/Y):
June 2025




Recommendation #12:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
ensure that warning signs that are damaged are replaced and are consistent across all sites with instructional

signage posted at all fuel sites to guide employees while fueling.

Response:

Agree

Status:
Started

Estimated Completion Date (M/Y):
March 2025

Recommendation #13:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
ensure the types of fuel being dispensed at sites are accurately displayed on gas dispensers.

Response:

Agree

Status:
Started

Estimated Completion Date (M/Y):
February 2025

Recommendation #14:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
implement safety measures to ensure emergency shutoff valves are in place at all fuel sites.

Response:

Agree

Status:
Started

Estimated Completion Date (M/Y):
February 2025

Recommendation #15:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
implement safety measures to ensure fire extinguishers are periodically inspected and installed in compliance
with national standards at all fuel sites.

Response:

Agree

Status:
Started

Estimated Completion Date (M/Y):
February 2025

Recommendation #16:

We recommend that the Public Works commissioner provide guidance to departments with fuel tanks to
conduct periodic inspections to ensure the tanks are free from debris and overgrowth.

Response:

Agree

Status:
Started

Estimated Completion Date (M/Y):
February 2025

Recommendation #17:

We recommend that the Public Works commissioner direct the Fleet Services director to update policies and
procedures regarding the city’s fuel management program to reflect best practices and develop a schedule to
ensure policy and procedural reviews are conducted annually, with updates to occur at least every three years.

Response: Status: Estimated Completion Date (M/Y):

Agree Started December 2025




